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Chapter 1. Getting Started

This document provides information about the Data Services Environment (DSE) capabilities, accounts
needed for accessing these capabilities, registering for the accounts, logging in using different accounts,
and associating accounts.

DSE Access Overview

If you are new to the DSE, we recommend that you follow these instructions to gain full access to all of
the capabilities:

1. Obtain an Army Knowledge Online (AKO) account.
2. (optional) Associate your Common Access Card (CAC) with your AKO account.
3. Obtain a Metadata Registry (MDR) account.

4. Associate your AKO account with your MDR account.

Capabilities Available in DSE

o Community: The DSE Community tab is the first page that appears after you access the DSE
Website using the following URL (NIPRNet: https://metadata.ces.mil/dse/homepage.htm) or
(SIPRNEet: https://metadata.ces.smil.mil/dse/homepage.htm). The Community tab serves as a
community area that enables users of all the capabilities within the DSE to access resources such
as system notifications and forum topics, and participate in DSE community events. For more
information about the Community tab, see the DSE User’s manual.
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Metadata Registry: The Metadata Registry (MDR) is a repository and clearinghouse for
structural metadata information resources (schemas, data elements, WSDLs, etc.). For more
information about MDR, see the MDR User’s manual.

Net-Centric-Publisher (NCP): The NCP is a tool that provides users with a simplified workflow
for publishing metadata and services to the enterprise. For more information about NCP, see the
NCP User’s manual.

Service Discovery: Service Discovery allows users to discover all service or service provider
information that has been published via the NCP. For more information about Service Discovery,
see the Service Discovery User’s manual.

EADS Registry: The EADS Registry provides one stop access to DoD data source directories to
improve search, access, consistency, and integration of data services as well as to increase
collaboration amongst data producers and consumers. For more information about EADS, see the
EADS User’s manual.

Types of Accounts Required for Accessing DSE Capabilities

This section provides information about different types of accounts and also lists which accounts you
need for accessing each of the DSE capabilities.

Army Knowledge Online (AKO) Account

Army Knowledge Online is the Army’s enterprise portal. An AKO account enables you to access all the
DSE capabilities through Single Sign-On (SSO). To register for an AKO account:

1. Navigate to the appropriate URL (NIPRNet: https://www.us.army.mil) (SIPRNet:

https://www.us.army.smil.mil).
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 ULS_ARMY |

YOU ARE ACCESSING A U.5, GOVERMMENT {USG) INFORMATION SYSTEM (IS) THAT IS
PROVIDED FOR USG-AUTHORIZED USE QMLY.

By using this IS (which indudes any device attached to this IS), you consent to the following
conditions:

The USG routinely intercepts and monitors communications on this IS for purposes induding,
but not limited to, penetration testing, COMSEC manitaring, netwaork operations and
defense, personnel misconduct (PM), law enforcement (LE), and counterinteligence {CI)
investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disdosed or used for any USG-authorized
puUrpose.

This IS indudes security measures (e.qg., authentication and access controls) to protect USG
interests—not for your personal benefit or privacy.

Motwithstanding the above, using this IS does not constitute consent to PM, LE or CI
investigative searching or monitoring of the content of privileged communications, or work
product, related to personal representation or services by attorneys, psychotherapists, or
dergy, and their assistants. Such communications and work preduct are private and
confidential. See User Agreement for details.

| | Accept

Other DoD Service Portals

Air Force Portal , Defense Online , MarineMet , Mavy Enterprise Portal — Coming Soaon

Figure 1. AKO Home Page

2. Click on the I Accept button. The login page is displayed.
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Login to AKO/DKO Access Your Webmail
Forgot Your Password? Webmail
Webmail Classic
T'SE”"E'T'E Webmail Lite
Password
New User?

= Register without a CAC
[ | Low Bandwidth Login ] ]
Register with a CAC
- If you are a DoD customer
CAC Login to AKO/DKO (non-Army), a CAC is required for

. . - registration. Everyone else may
[JLow Bandwidth | CAC Login choose whether or not to register a

CAC at the same time as their account,

Help

Reset Password FAQs
Username Reminder How do I install the DoD Certificate?
Help Desk How do I reset my password?

' Need a new password? Hufu: thI-. register for an AKODKO

Forgot your password? neRaTe - :
&  Click here to reset it. How do I use my CAC to login to
AKO[DKO?

search All FAQs

Other DoD Service Portals
Air Force Portal |, Defense Online , MarineMet , Mawy Enterprise Portal — Coming Soan

Figure 2. AKO Login Page

3. Under the New User? section on the login page, click on the appropriate link for registration and
follow the instructions. If you also have a CAC, you can associate it with your AKO account at
this time. By associating a CAC with your AKO account, you can use the CAC instead of AKO
username and password to login.

The Data Services Environment employs AKO’s authentication servers to handle
Single Sign-On (SSO). You can use either your AKO credentials or a CAC, which
has been associated with an AKO account, to access most of the capabilities
within DSE.

Metadata Registry (MDR) Account

The MDR account enables you to access MDR and NCP. To request a user account to MDR:

1. Open your Web browser.
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2. Navigate to the URL (NIPRNet: https://metadata.ces.mil/dse/homepage.htm) or (SIPRNet:
https://metadata.ces.smil.mil/dse/homepage.htm). The DSE home page is displayed.

Login

Home
About DSE
Documents —

Help

My Community

Feedback and
Support

Net-Centric Publisher Service Discovery EADS Registry Enterprise Service Management

Full Failover Because of a database failure in the Columbus Enclave, the Data Services Environment {including MDR, MNCP,
SDUI, and EADS) are currently operating in full failover mode on the San Antonio backup site. The Metadata Registry
experienced data loss for the period between Monday, January 17, 2011 around 5 PM and Wednesday, January 19, 2011
around 3 PM. We have contacted affected users with additional details,

Hostname Change Over the coming year, the Data Services Environment (including the Metadata Registry, Net-Centric
Publisher, Service Discovery, and the EADS Registry) will be moving to new hostnames in the "ces.mil" domain. This article
provides some technical details about the change, and how it will affect users and their metadata.

e

COMMUNITY FORUM

VYocabulary OneSource Tool v2.4 now available
rating: £ (5 (g, 0 Q@)
The US Air Force Command and Control Integration Center (AFC2IC), Yocabulary Services Team (RIIV) [More...]

3 comments

DDMSence ¥1.7.1: A Java API for DDMS
rating: 4 (4 (g, 0 §@)
DDMSence (pronounced "dee-dee-em-Essence”) is an open source Java API which supports the [More...]

2 comments

MDR 7.5 Requirements
rating: 3 (3 fig, 0 §@)
A spreadsheet has been uploaded containing the latest list of requirements for the next release of [More...]

e

Figure 3. DSE Home Page

3. Click on the Metadata Registry tab. The Metadata Registry home page is displayed.
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ric Publisher Service Discovery EADS Registry Enterprise Service Management

Login

e

Home

About Full Failover Because of a database failure in the Columbus Enclave, the Data Services Environment (including MDR, MCP,

. SOUI, and EADS) are currently operating in full failover mode on the San Antonio backup site. The Metadata Registry
Working Group experienced data loss for the period between Monday, January 17, 2011 around 5 PM and Wednesday, January 19, 2011
Help around 5 PM. We have contacted affected users with additional details.

Controlled Unclassified Information {CUI) The DoD Metadata Registry (MDR) provides support for CUI designated metadata
My Workspace assets. CUI is unclassified data whose distribution is restricted according to some distribution statement. CUI metadata can
be submitted and stored in CUI-enabled Governance Mamespaces. For more information on how to create and submit CUT
Search data in the MDR, please see the CUI Help page.
View — Please Mote: The Met-Centric Publisher {(MCP) does NOT support the submission of CUI data at this time.
Add — Foreign Disclosure Notification Please be advised that the unclassified MIPRNet instance of the DoD Metadata Registry
(MDR) user base includes sponsored users from outside of the Department of Defense, induding non-US citizens (NATO users
Reports - see MATO-DISA MOR MOU), Accordingly, unclassified metadata assets with restricted distribution should be submitted and

stored as Controlled Unclassified Information {CUI) in CUI-enabled Governance Namespaces only, For more information see
Maotification on Unclassified but Sensitive Metadata.

COI Directory —

ehXML Query Service unavailable The ebxML query web service is temporarily unavailable, while the network configuration
Feedback and changes needed to support the new DoD PKI requirements are completed by CCC.

Support Hostname Change Cver the coming year, the Data Services Environment (including the Metadata Registry, Net-Centric

Publisher, Service Discovery, and the EADS Registry) will be moving to new hostnames in the "ces.mil" domain. This article
provides some technical details about the change, and how it will affect users and their metadata,

MNOTABLE INFORMATION RESOURCES

e [ 7]

Hinhect Bated Mamecnare Fpod E3

Figure 4. MDR Home Page

4. Click on the Register link in the top right of the DSE banner. The Account Registration form is
displayed.
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ACCOUNT REGISTRATION

Due to DoD OPSEC policy, a government sponsor is required to obtain access to the Metadata Reqgistry (MDR), A valid
government sponsar is either a military or civilian employee of the US Government (not a government contractor) with an
e-rmail address ending with a *.gov or *.mil domain, Non-US citizens requesting access to the MDR must be approved by the
NATO Mamespace Manager in accordance with the MATO-DISA MOR MOU,

Fialds with ¥ are required.
Account Details ?

* Email: |

The email sddress will also be the wrernarne for login.
Personal Information ?
Salutation:

(i, Mrs., Mz, Dy, Militery Rank, etc)
* First Name: | |

* Last Name: |

* Country of | None Selected A
Citizenship:

* Telephone: |

Secondary Phone:

Fax:

Biography:

Contract Start Date: l:l m
Contract End Date: l:l m

Cantract duration ix far contractors only.

Organization and ?
Support

* Menanizatinn: |

Figure 5. Account Registration Form

5. Provide the information in the form’s fields, as required and click Register. Your request will be
handled by the MDR Support Team, and you will receive an email with your new password once
the account has been approved. For information about the Account Registration form, see the
MDR User’s manual.

The table below lists the type of accounts you need for accessing each of the DSE capabilities.

Table 1. DSE Capability and Accounts

DSE Capability Account Type
Community AKO
Metadata Registry MDR or AKO
Net-Centric Publisher MDR and AKO
Service Discovery AKO

EADS Registry AKO
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Logging In

You can login to the DSE capabilities using any of the workflows described in this section.

Logging In Through DSE Community Tab

You can login to all DSE capabilities through the DSE Community tab with either an AKO account or an
AKO-associated CAC. Perform the following steps to login through DSE Community tab:

1. Navigate to the URL (NIPRNet: https://metadata.ces.mil/dse) or (SIPRNet:
https://metadata.ces.smil.mil/dse). The DSE home page is displayed. See Figure 3.

2. Click Login on the navigation bar on the left side of the page to login to the DSE. The login page
allows you to login using either your AKO username and password or CAC that has already been
associated with your AKO account.

SINGLE SIGN-ON PASSWORD LOGIN TERMS AND CONDITIOMS

W

¥ou ake pocessing & ULS, Governrent (USG) Information
| Spsrern (T5) that Iz provided for USG-suthorized use only .

DKO Username:
DKO Password:

I:l 8y SE‘."E'CE’.'HQ this box and the Login ® The USG routinely intercepts and monitars
button, [ consent to the Terms and communications on this IS for purposes including,
Conaitions, but pot Nmived to, penetration testing, COMSES

FRORIRORIRG, Fetwork aperstions and defense,
personnel misconduct (PM) law enforcement (LE),
Lagin and counterintelligence (CI) investigations.

At ary Hme, the USG may inspect and selze data

stored on this IS,

Communications using, or date stored on, this IS

are pob privete, are subject fo routine rmonitoring,

i omﬁ Interception, and search, and may be disclorad or
i ] used Ffor any USG suthorized purpose.

powered by AT Authentication This IS includas security measures jeg.,

authantication ahd accass contrals) to provecst USG

Interests-—not for pour persona! benelit or privacy .

Notpithstanding the above, using this IS doas pot

copsiitute copsent to FM, LE or O investigative

searching or rronitoring of the content of privilaged

| By using this IS (which includes any device attached o
thiz I5), pow consent to the following conditions

Meed help with password login?

CAC LOG COFRRRORICEEIORE , 0F Work product, related o
Ak (LT persona! representition oF services by sttorneys,
7] prypchatherapists, oF clevgy, and their assistants.
= Such communications and wark product are private
By selecting thiz box snd the Login button, T consent to the Terms and and confidential. See Usey dgreement for details,
Conrditions.

Login

Meed help with CAC login?

[AKOEE

powered by AKO Authentication

Figure 6. DSE Login Page

3. Once you are logged into DSE, you are taken back to the DSE Welcome page that displays the
list of capabilities to which you have access.
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DSE ACCESS

You have successfully logged in via Single Sign-0On. Click on a
tab above to continue.

IMetadata Registry: You have actess.

|Net-Centnc Publisher: You have access.

|Sen-'ice Discovery: You have atcess.

|EADS Registry: ¥You have access.

el ] el ] B

|Enterpn5e- Service Management: You have access.

Figure 7. DSE Access Information on DSE Welcome Page

The first time you visit MDR after logging in with an AKO account or CAC, you
will be asked to associate your AKO account with your MDR account. See the
Associating Your Accounts section of this document.

Logging In Through the AKO Website

Navigating to the DSE from the AKO home page will automatically log you in. To log into a DSE
capability from the AKO Website perform the following steps:
1. Navigate to the appropriate AKO URL (NIPRNet: https://www.us.army.mil) (SIPRNet:
https://www.us.army.smil.mil). See Figure 1.

2. Click on the I Accept button. The login page is displayed. See Figure 2.

3. Login with your AKO Username and Password. You can also login with your CAC if your AKO
account was previously associated.

Currently CAC login is only available on NIPRNet. On SIPRNet, you will need to
enter your AKO username and password.

4. From the AKO home page, click the appropriate button in the NCES User Services section (see
Figure 8) on the right side of the page. You are automatically logged into and taken to the specific
DSE capability’s home page.
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| boutokg | DKOnterests | DoDMews || DoDand DSAReisted || Traning || Securty | Other Ressurses |

& 195 - An Aiternative to Aocess CAC-Rest
# LPS - Puiblic - Lightweight Portable 5

DHIO Anncuncements

ETADATA
= REGISTRY.

DKO Hot Topics

Figure 8. NCES User Services Section on AKO Website

The first time you login to MDR, you will be asked to associate your AKO
account with your MDR account. See the Associating Your Accounts section of
this document.

Logging Into a DSE Capability Directly

You can choose to login to a DSE capability directly by typing the URL for the specific capability. See
below for the list of URLSs that can be used for accessing each capability directly, and the accounts
required for access:

NCP Direct URLs
¢ NIPRNet https://metadata.ces.mil/ncp

e S|PRNet https://metadata.ces.smil.mil/ncp

NCP requires both an AKO account and an MDR account. For information about registering for an MDR
account, see the Metadata Registry (MDR) Account section of this document.

If this is your first time logging into the NCP using AKO credentials, a message is displayed stating that

you must associate your AKO account with your MDR account. Use the link provided on that page to
associate your AKO account with your MDR account and then re-launch the NCP to continue.

10
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Service Discovery Direct URLs
e NIPRNet https://metadata.ces.mil/sd

e SIPRNEet https://metadata.ces.smil.mil/sd

Service Discovery requires an AKO account. There are no CAC or MDR login pages to this capability.

EADS Registry Direct URLs
e NIPRNet https://metadata.ces.mil/eads

e S|PRNet https://metadata.ces.smil.mil/eads

EADS requires an AKO account. There are no CAC or MDR login pages to this capability.

Metadata Registry Direct URLs
e NIPRNet https://metadata.ces.mil/mdr

e S|PRNet https://metadata.ces.smil.mil/mdr

MDR can be accessed with either an AKO account or an MDR account. While on the MDR home page,
you can click Login on the left side of the page to login with either your MDR username and password,
or your AKO-associated CAC.

11
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METADATA REGISTRY PASSWORD LOGIN

@

Username: | |

Password: | |

By selecting this box and the Login button, I consent to the Terms
and Conditiens.

MNeed an account?
Forgot your password?

s

By selecting this box and the Login button, T censent to the Terms
and Conditions.

MNeed help with CAC login?

AKOi==
[ -]
_ DALIE |

powered by AKD Authentication

Figure 9. MDR Login Page

Associating Your Accounts

If you would like to use NCP, or login to MDR with your AKO account, you will need to associate your
AKO account with your MDR account. (This step is separate from associating your CAC card with your
AKO account). This section provides information about associating your AKO account with your MDR
account in different scenarios. For information about registering for an MDR account, see the Metadata
Registry (MDR) Account section of this document. For information about registering for an AKO
account, see the Army Knowledge Online (AKO) Account section of this document.

Associating Accounts When Logging In from DSE Community Tab

Perform the following steps to associate your MDR account with your AKO account when you are
logging into MDR through the DSE Community tab:

1. Navigate to the URL (NIPRNet: https://metadata.ces.mil/dse) or (SIPRNet:
https://metadata.ces.smil.mil/dse). The DSE home page is displayed. See Figure 3.

12
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2. Click Login on the navigation bar on the left side of the page to login to the DSE. The login page
allows you to login using either your AKO username and password or CAC that has already been
associated with your AKO account. See Figure 6.

3. Once you are logged into DSE, you are taken back to the DSE Welcome page that displays the
list of capabilities to which you have access. See Figure 7.

4. If this is your first time accessing MDR from the DSE Community tab, click on the Metadata
Registry tab. The Metadata Registry Account Association page is displayed.

METADATA REGISTRY ACCOUNT ASSOCIATION

9

Your user account must have a Metadata Registry account
associated with it. Please log in with an existing MDR
Account or register for one. Once this step is complete,
you will automatically be logged into the registry on your
mext visit.

Username: | |

Password: | |

By selecting this box and the Login button, I consent to
the Terms and Conditiens.

Login

Meed an account?
Forgot your password?

Figure 10. Metadata Registry Account Association Page

5. Enter your MDR account username and password, select the checkbox indicating you consent to
the Terms and Conditions, and click Login. Your AKO and Metadata Registry accounts are now
associated.

Associating Accounts When Accessing MDR from AKO Home Page

Perform the following steps to associate your MDR account with your AKO account when you are
accessing MDR from the AKO Website:

1. Navigate to the appropriate AKO URL (NIPRNet: https://www.us.army.mil) (SIPRNet:
https://www.us.army.smil.mil). See Figure 1.

2. Click on the I Accept button. The login page is displayed. See Figure 2.

3. Login with your AKO username and password. You can also login with your CAC if your AKO
account was previously associated.

4. From the AKO home page, click the MDR button in the NCES User Services section on the

right. See Figure 8. If you are accessing MDR from AKO home page for the first time, you are
taken to the Metadata Registry Account Association page.

13
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Net-Cenkric Publisher Barvice DHscowery EADE Registry Enterprise Service Management

METADATA REGISTRY ACCOUNT ASSOCIATION TERMS AND CONDITIONS

Home 0 You are acoessing @ U5 Government (USG) Tnformation

Spstem (I5) that is provided for USG-authorized use andy.

About Your user account must have a Metadata Registry account . . . )

working Grou associated with it. Please fog in with an existing MOR Account or 3:_”5*”9 shiz I3 {which ’;""-‘fo“";f any o “;ICF_‘?“@QG"@
g p register for one. Once this step is complete, yvou will this I5), pou consent tu the follwing conditions:

Help awtomatically be logged into the registry on your rext visit. o The USG routinely intercapts snd monitors

commmuRicitions or this IS for purposes including,
but pot firired to, penetration testing, COMSEC

My Workspace

Username: | | monitoring, network operations and defense,
Search personnel misconduct (FM), law enforcement (LE),
. Password: | | and counterintelligence (CI) investigations.
Yiew i i ;
o By selacting thiz box and the Login button, I consent to the Terms and * j:‘\:y:g ET:“;J.?;SUSG ray fnspect and seize dity
Add — Conditions. A s .
* Communications using, or date stored on, this IS
REDDI’tS - are not private, are subject to routine manitaring,
Login frntarcaption, and search, and may be disclosed or

wsed for any USG suthorized purpose.

COI Directory — Meed an account? Thiz IS includes security measures (e.g.,

Forgot your password? suthentication and sccess controls) to protect USG
irrerests--pot for pour personsd benefic oy privacy .
Watwithstanding the sbove, using this IS5 does nat

Feedback and
Support constitute consent to PM, LE or CI investigative
sezrching or moritoring of the content of privifeged

commuRications, oF wark proguct, relzted to
personal representation or services by attormeps,
prpchotherspists, oF Slergy, shd theiy sssistants.
Suck commrunications and work product are private
and confidential. See User Agreement for details.

Figure 11. Metadata Registry Account Association Page

Enter your MDR username and password on this page, select the checkbox indicating you consent to the
Terms and Conditions, and click Login. Your AKO and Metadata Registry accounts are now associated.

Feedback and Support

If you have any questions, need help with creating accounts, have any feedback about this document
including whether this document was helpful or not, or suggestions on improving this document, please
contact us through the Click here for “Feedback and Support” link at the bottom of the page.

The fields on this form will differ depending on whether you are logged into DSE or not. If you are not

logged into DSE, the fields on the Feedback and Support form will be blank. But if you are logged into
DSE, the Feedback and Support form will reflect your contact information associated to your account.

14
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